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APPLICATION IS
EXTREMELY

e VULNERABLE

71% UNUSED LIBRARIES




reflected-xss
path=traversal
sql-injection
method-tampering
cve-2017-5638

YO U A R E cmd-injection
csrf
cve-2017-9791

U N D E R cve-2017-12616

cve-2016-4438

ognl-injection

cve-2013-2251

padding-oracle

VP: patch forJBoss Remote Exploit
cve-2016-3081

cve-2014-0112
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DEVSECOPS IS VERY PROMISING...

Phoenix
Project

Gene Kim, Kevin Behr, and George Spafford

https://itrevolution.com/the-three-ways-principles-underpinning-devops/

DEVOPS

1.Establish work flow

(Business) (Customer)

Dev —y Ops

2.Ensure instant feedback

— —) Ops

3.Culture of experimentation

C o CEELTD D

DEVSECOPS
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1.Establish security work flow

(Business) (Customer)

Dev e —p Ops

2.Ensure instant security feedback

— —) Ops

3.Build a security culture

Ops
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DZONE DEVSECOPS REFCARD

TTTTTTTTTTTTTT

DevsSecOPs

DevsSecOPs

WRITTEN BY JEFF WILLIAMS
CO-FOUNDER AND CTO OF CONTRAST SECURITY

https://dzone.com/refcardz
/introduction-to-devsecops



https://dzone.com/refcardz/introduction-to-devsecops

EVOLUTION OF APPSEC AUTOMATION

DEVELOPMENT (FIND VULNERABILITIES) OPERATIONS (PREVENT EXPLOIT)
SAST DAST WAF |DS/IPS
2002 (STATIC (DYNAMIC 2002  (wesnpPuCATION | ONTRUSION DETECTION/
APPSEC TESTING‘] ‘AP'PSEG TESTING) FIREWALL]‘ TENTIUN SYSTEM)
IAST RASP
2012  onTeracTIvE 2015  wuNTIME APPLICATION
APPSEC TESTING) SELF-PROTECTION)

UNIFIED
TODAY IAST, RASP, SCA
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HOW IAST AND RASP WORK

I AS INTERACTIVE APPLICATION Your Application or API

SECURITY TESTING
» & 3 @ ®
O

in both
® O
. \//\ VULNERABILITY
® ° CONFIRMED

custom code and libraries during
normal use

Control

HTTP Code Data Flow Flow

Sensors

EXPLOIT
PREVENTED

R ASP RUNTIME APPLICATION
SELF- PROTECTION » &
» Prevents vulnerabilities from Sensors  Sensors  Sensors

being exploited in both custom

: . Library Config  Backend
COde and I|brar|es Sensors Sensors  Sensors AGENT
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TURNING DEVOPS INTO DEVSECOPS

Spri}]g) Pet Clinic O GitHUb

IAST/RASP S55

Retire.js

G chrome
—+.eclipse
~7

\3;. slack

IAST/RASP g55 IAST/RASP S&&

wdSelenium

i threat stack

JUnit  JACOCO

splunk >

MmMaven

¥ VictorOps

Development CI/CD/QA Operations
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TODAY'S MISSION...

1. ADD SECURITY TO
DEVELOPMENT

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 9



SECURITY

« Must cover policies/rules | care about

« Must have minimal false positives/false negatives

DEVS-COPS GOALS: [l
* Must integrate in tools I'm already using — NOT PDF
DEV

* Must notify with ChatOps!

SCALE

 Must not create bottleneck — NO SCANNING

* Must work on my portfolio including APIs!

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com



GET AN IAST/RASP AGENT

https://www.contrastsecurity.com/ce

A

= Download the Agent

Select A Language
Custom Agent Profile

Java

 Javals \amed o toad A

ownloa en

NET Ag
NET Profiler
Node.js
Ruby

1. DOWNLOAD

E Install On Your Server

Select Your Container

Tomcat v &

Enable Contrast. Add the following
JVM setting

-javaagent:/path/to/server/contrast.jar

2. INSTALL

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com

Average Time to Remediate

2 lZS7 1 gs 1 3 gsz 395 Vulnerabilities

By Severity v 219 Attacks

[ w
© Policy violations
Vulnerability Trend New-Last7Days  ~ Attacks Seer
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https://www.contrastsecurity.com/ce

USING IAST FROM WITHIN MAVEN

<plugin>
<groupld>org.springframework.boot</groupld>
<configuration>
<!-- Verify security and coverage during normal use -->
<jvmArguments>
-javaagent:${project.basedir}/jacocoagent. jar=destfile=${project.basedir}/target/jacoco.exec
-javaagent:${project.basedir}/contrast. jar
-Dcontrast.dir=${project.basedir}/working
-Dcontrast.log.daily=true
</jvmArguments>
</configuration>
<executions>

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com | 12



HOL INJECTION

@RequestMapping(value = "/owners". method = RequestMethod. GET)
public String processFindFor indingResult result, Map<String, Object> model) {

if (owner.getLastName() == null) owner.setLastName("");

Collection<Owner> results = this.owners.findByLastName(owner.getLastName());

@0verride
public Collection<Ownerg findByLastName(String lastName) {
String sqlQuery = "SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets WHERE owner.lastName = '" + lastName +"'";

TypedQuery<Owner> query = this.entityManager.createQuery(sqlQuery, Owner.class);

return query.getResultList();

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 13



HOW DO YOU WANT YOUR SECGURITY?

W Tl -t
— L ] h -
——€ClIpSse > Slac ® chrome -
: T W Sk crm ey o (e o e
[ #Persistencelontext L s . .
private EntityManager entityMonoger; kM A new Critical vulnerability was found in Spring PetClinic on ga “ C O locahoat i ey Tnd L 00Q Y 0RG -
ZZTIZ’ZQummmr findByLastName(String losthame) { Rule . Contrast
Hibernate Injection ( : spring Discovered Vidnerabilities
String sqlQuery « “SELECT DISTINCT cwner FROM Owner owner left join fetch cwner . pet:
What Happened I st e Iryection
IPeRparyQmers quary = Wis.eatiQiinmger. cromeQun(saigery, Gmer-cless); We tracked the following data from “lastName" Parameter: rrome G RING i *

NOTE Pages Winaut Antl Clckjacking Controls

Cosscle =; Peogress ' Problerss 4 Search + Call Merarchy (&, Gt Suging rowt D =D ) NOTE  Forms Without Autocomglete Prevents
9 v - as ooeem 1 GET /omners?lastNome=fffffffff =
CINTRAST
. - - Find Owners o
..which was accessed within the following code:
19 Vumersbinien  Puge h ¢ Nore Lo Ves o~ et Crtce “—

org.hibernate. jpa.spi.AbstroctEntityManogerimplecreateQuery(), line 305

CRITICAL  »600rnane Wiaction from “LetName” Parameter on “Jownes” page

Om-mho.-ntmmluou

B pwn Traversat from URS on “Mavicon co” pege 10 peiee -.and ended up in this database query:
UL 2w Trversar from LSS on “Pesouncenssniencine cos” oage sor oy penina
BREELI #oon Troversal from URS on “Tesierniauenytiueny mins” page At SELECT DISTINCT owner FROM Owner owner left join fetch omner.pets WHERE
B e e e L Ee et e s omner.lastName LIKE °fFFFFFFFAX” .
VIH Nash sy T un] ot Nemapieger jive sy panclinis ‘ sSpring .....

IDE CHATOPS BROWSER

. . . = . M Bluemi
;ecllpse o Jira ‘? Jenkins JUnit splunk * S Blemi

DQ Visual Studio #3Bamboo @unit PrY Vault *;*amazon

OTHERS: :slack () GitHub Mmaven tgSelenium LogRhythm™ g Jih

ArcSightsC Pivotal
- f\
QHiptrat  BBugzila  @oradle  Fhwebhooks L O
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TODAY'S MISSION...

v

* Security
* Speed
* Scale

2. LOCK DOWN OPEN
SOURCE LIBRARIES

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 15



INVENTORY

» Must identify all components everywhere

* Must show libraries that are actually used (72% unused)

DEV--COPS GOALS: gy

* Must pinpoint apps and servers with vulnerable libraries

* Must identify both known and unknown vulnerabilities

OPEN SOURCE

PROTECT

+ Detection isn’t enough

* Protect against both known and unknown flaws

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 16



® @ 4 contrast Security X )

C & Secure https://apptwo.contrastsecurity.com/Contrast/static/ng/index.htmi#/3c3a73d6-78a0-46¢c7-944a-b07b94d5E5 711 /attacks/event: Q o © 0O

INTRAST Attacks

All h 03/08/201702:19 pm - 04/07/2017 02:19 pm Advanced Youhave filtersset. ©

CVE-2017-5638 Event from 222.186.34.77 DR QO B+ AddExclusion

wWhei } . . ' R

Overview Request Discussion

We observed an attack against CVE-2017-5638 enter the application through the HTTP Request Header "content-type":

Content Fryvpe: %{(# memberAccess=fognl.OgnlContext@DEFAULT MEMBER ACCESS).(#fwmres=#context|[ 'com. opensymphony.xwork2.dispatcher.HttpServliet

Response ' ]) . (#fwmres.getWriter().print("S2-045 dir--**+"))  (#Fwmreg=#context.get( com.opensymphony.xwork2.dispatcher.HttpServlietRequest ' )).

(#Fwmres .getWriter().println(#wmreqg.getSession().getServlietContext().getRealPath("/7"))).(#Fwmres.getWriter().flush()).(#fwmres.getWriter().c

lose())).multipart/form-data

| ) KN1LEC S AWSE LI ) J1 ) o | : %l ) - VLR L4 YEAJS] ) 4 BDIOI - i | YAAMASOYBDEDS VDL LOUVMAIL L' %91 ' LAl {1119 ) i )4 r o FAS | W : )




HOW FAST CAN YOU RESPOND?

MARCH 7
CVE-2017-5638
DISCLOSED, APACHE
RELEASES FIXED VERSION

MID-MAY JULY 29 SEPT 7
EQUIFAX EQUIFAX EQUIFAX DISCLOSES,
BREACH LEARNS OF FOUR MORE STRUTS?
OCCURS BREACH CVES DISCLOSED
NO UPDATES NO DETECTION _ﬂlﬂsﬂj‘

MARCH 8

WE OBSERVE

e YOU MUST HAVE THE

INFRASTRUCTURE IN PLAGE TO
RESPOND WITHIN HOURS.

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com | 18



ASSESS 0SS
WITH IAST

1. CONTINUOUSLY
INVENTORY ALL 0SS

— -~ 2. AUTOMATICGALLY DETECT
" =- - VULNERABILITIES IN 0SS

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 19




PROTECT 0SS WITH RASP

1. PREVENT KNOWN 0SS
VULNERABILITIES FROM BEING

EXPLOITED —— .

Monitor Attack

6 Attackers 168 Attack Events 3 Target Applications
Command Injection Vel ot
) pau 32 1 i —

2. DEFEND APPLICATIONS FROM pp-
ATTACKS ON UNKNOWN 0SS =1 =
VULNERABILITIES :

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 20



TODAY'S MISSION...

A 4

* Security * Inventory
* Speed * Assess
*Scale * Protect

3. ENABLE AUTOMATIC
SECURITY TESTING

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 21



CONTINUOUS

« Security testing automatically with every build

 \Works without extensive test cases

DEV UPS GUAI‘S INTEGRATED
Gl /CD

* Plugins, integrations, webhooks, and full REST API

FEEDBACK

o Set criteria for when to break the build

* Manage appsec policy across application portfolio

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com



IAST WORKS THE SAME IN CI/CD

<plugin>
<groupld>org.apache.maven.plugins</groupld>
<configuration>
<!-- Verify security and coverage during automated tests. -->
<arglLine>
-javaagent:${project.basedir}/jacocoagent. jar=destfile=${project.basedir}/target/jacoco.exec
-javaagent:${project.basedir}/contrast. jar
-Dcontrast.dir=${project.basedir}/working
-Dcontrast.log.daily=true
</arglLine>
</configuration>
</plugin>

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com | 23



IAST WORKS WITH
ALL TYPES OF
TESTING...

..EVEN PRODUCTION




sonarqQube Projects Issues Rules Quality Profiles Quality Gates (28 Q. Search for projects, sub-projects and files...

3 petclinic master June 7, 2018, 9:49 PM Version 1.5.1

Overview Issues Measures Code Activity

Overview & petcinic 40/ 40 files
On new code

Coverage 41.7%

Lines to Cover 30 |

0.0% () | |
Uncovered Lines 17 '
Line Coverage 43.3%

Conditions to Cover 6

20.0%
Uncovered Conditions 4
Condition Coverage 33.3%

Overall

40.0%
Coverage 84.4%
Lines to Cover 267 %
Uncovered Lines 33 %

3 60.0%

Line Coverage 87.6%
Conditions to Cover 60
Uncovered Conditions 18

80.0%
Condition Coverage 70.0% @)

lTests

Unit Tests 40

100% O @) : O O O . ‘ o
Errors 0 0 5 10 15 20
Failures 0

Cyclomatic Complexit

Skipped 1 ! !
Success 100%

See missing test coverage's long-term risks. Bubble size indicates the volume of uncovered lines, and each bubble's vertical position reflects the volume of
Duration 4s missing coverage. Small bubbles on the bottom edge are best.



TODAY'S MISSION...

Voo

* Security * |nventory * Continuous
* Speed * Assess * Integrated
*Scale * Protect * Feedback

4. PREVENT EXPLOITS
IN OPERATION
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VISIBILITY

« Who is attacking? What attack vectors?

« What applications and vulnerabilities are they targeting?

DEVS-C0PS GOALS; [
»Must not overblock (FP) or underblock (FN)
OPS

 No tailoring or “learn mode”

CONTROL

» Change rules centrally, enforce from within apps

« Automatic updates

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com



CINTRAST

21 Attack Lvents
10 Probed
11 Blocked

P R U I E ' I S 168 Attack Events 3 Target Applications

FROM WITHIN
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1S ACCURATE

Do e o reae

BAD GUY

Acmelnternal Type#cmd:
java.lang.Runtime

Acmelnternal Type#mtd:
getRuntime().exec

AcmelnternalType#args:
‘cmd.exe’,’/C’,’calc’

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com




SSL—.—+5 MS

CONTRAST
PROTECT

————o——+h0 uS 100X FASTER THAN SSL



DEPLOYS
AUTOMATICALLY

WITH YOUR
APPLICATION

* ANSIBLE
* PUPPET
* DOCKER
 KUBERNETES
* WHATEVER..

siiramazon

¢ webservices

I’1votal

’g B\ Bluemix
contra '

stsecurity.com ‘ 31




Dashboards v Reports v

Attack Dashboard

\ summary of attacks idensfied and defended by Contrast Protect

Al time ~ Vede Fikers

Attacks Blocked

MROMD

PomoimobD

Attacks by Type

Attacks by Applications

BLOCKED

Alerts Dashboards v

CONT

CURIT

Ede Export v

WebCoat

Aeports v Search Help v

Attack Geographical Distribution

A geographical view of attack identified and defended by Conmtrast Protect

<0 " " ”» AN time

-~

Attack Sources

\bout Suppon Fie s By Dooumnentation Privacy Polcy

Dashbosrds v Reports v Search Help v

sw Search

Lype="contrast_eventtype*

- Caracia

Urvted States ‘

o
ets (724017 120000 000 AM 10 WZA/T 11422000 PVO  No Fwwr
pL) Panems Statistics Visualzaton ‘
Mexxo Cuba
< .
Guatemala
) Turwe | vert
Mnmns Aug 17 08:14:13 10.211,55.2 Aug 17 2007 01 Venezuela
81413190 AM r lestNase had & value that successfully Caokrrdsa
) Fuedds weste/omners requestiethod=GET appepetclili
102115852 Contrast
M16/17 Aug %6 101330 10,211,55.2 Aug 6 2007 o
¥ 101331 100AM  ter lastName had a value that successtully About Suppon File a Bug Documentation Privacy Policy
eQquest~/owmers reguestiethod+~GET apprpetcis
ng Fwids

VanT
100317073 AM

aenT
100317073 AM

aenr
oy 101217070 AM

QIMTAMNY

0N1.582 Contrast contrast_svents

Aug %6 Y0:73:17 10.211.55.2 Aug Y6 2017 10:193:97.073 172.20.90.2 CEF
ter lasthase had 2 value that successfully exploited sgl-injection
quest=/onmmrs roeguestiethod-GET appepetclinic outcome~EXPLOITED

10211582 Contrast COMTast_events
Aug 16 10:93:17 10.211.55.2 Aug 16 2017 10:13:17.073 172.20.10.2 CEF
ter LlastName had & value that successfully exploited sgl-injection -
equest~/owmers reguestiethodGET apprpetclinic outcome~EXPLOITED

10.211.582 Contrast COnrast_events
Aug %6 013517 10,2717,55.2 Aug 6 2017 10:13:17,000 172.20,170,2 CI¥
ter lastName had 2 value that successfully exploited sgl-injection
equest~/onmers reguestiethod+GET appepetclinic outcome~EXPLOITED

10211552 Contrast cortrast_svents

Mg "A "O0%3%4 10 1Y EC Y Mwe A MDOY'T INCAICYA DR ONYTYPOONMNC URSMRNYN OTTCTERTE

0
D

0

0*

0
D

n

Contrast Security/Contrast Agent|3.4.1.693
OR “1%" =" wWARN |prissgl-injection src«0:0

Contrast SecurityiContrast Agent|3.4.1.693
OR 18 ="1|WARN |pri=sql-injection src~0:0

Contrast Security/Contrast Agent|).4.1.69)
OR "1X"="1|WARN |privsql-injection src*0:0

Cantract Soruritvy ' fomteanct Aot 13 4 1 AQY
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v

* Security
* Speed
*Scale

1. ADD SECURITY TO
DEVELOPMENT

YOU CAN START TODAY!

v

* |nventory
* Assess

* Protect

2. LOCK DOWN OPEN
SOURCE LIBRARIES

v

e Continuous * Visibility
* Integrated * Protect
* Feedback * Control

3. ENABLE AUTOMATIC 4. PREVENT EXPLOITS
SECURITY TESTING IN OPERATION

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com
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SGANNERS AND FIREWALLS DON'T SCALE

Assurance
SERVICES
APIls \
INTERNAL CLOUD
Process Fit
PROD
DEV EXTERNAL \
[EST Awful
Results Coverage
Application Traditional AppSec
Portfolio Program
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JAST/RASP — FULLY DISTRIBUTED APPROACH

I " &E - +
' ﬂ SERVICES . Assurance

_
APIs —_—
g Bl —— -
1 wrernaL S cLouD san —_— >
—_ >
41 41 , Process Fit
PROD »
nEn B EXTERNAL : -
—_
—_
e ———————— Coverage
—_ >
Enable application portfolio Continuous assessment

with [AST/RASP agents and protection in parallel

Jumpstarting Your DevSecOps Pipeline with IAST and RASP | contrastsecurity.com 35



APPSEC EU EARLY ACGESS

CONTRAST COMMUNITY EDITION — FREE

Contrast CE provides_full-featured ((
IAST and RASP for Java applications and APls. pr—)
==

Finally, you can replace your SAST, DAST, SCA Java
and WAF with something better...

Just some of the Contrast CE integrations...

— _ |
= cclipse © Jira & Jenkins Unit splunk o,

oq Visual Studio ¢3Bamboo @unit 4.8 AlerVault %" amazon

£) intelli) IDEA

p— -4 -
v slack QGitﬂub Mmaven w4 Selenium "‘LOSthtZ;hm .
- 2 ArcSi .
QHipChat Bs'Bugzilla e gradle &webhooks 3 Pivotal

& SERENA

http://contrastsecurity.com/ce
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OWASP
AppSec Europe

London 2nd-6th June 2018

THANK YOUE

ASK ME ANYTHING
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Jeff Williams  @planetlevel SECURITY



